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Abstract— Authenticated key agreement protocol is used to share
a secret key for encrypting data being transferred between two
or more parties over a public network. An implementation of this
protocol is the certificateless key agreement which utilizes the
features of the identity-based public key cryptography and the
traditional public key infrastructure. This implementation can
produce multiple public keys for a corresponding private key. In
this paper, an alternative key generation technique is proposed
for certificateless public key cryptography in order to have one
public key for one private key. This will improve the security
features of the relevant key generation. Furthermore, the
efficiency of the proposed protocol is presented in terms of
computational operation. The comparison analysis shows that
the proposed protocol conveys better efficiency with all the
known security attributes compared to the existing protocols.

Keywords— Authenticated key agreement; key generation;
certificateless public key cryptography; identity-based public key
cryptography; efficiency; security

I. INTRODUCTION

A key agreement protocol is used to allow two or more
parties to establish a session key over open networks. Each
party can encrypt any message such that only the parties
sharing the secret session key can decrypt the message.
Authenticated key agreement should not only be secure
against passive adversaries who are eavesdropping
communications between parties, but also active adversaries

who impersonate one party to communicate with another party.

The idea of key agreement protocols has been realized in
Public-Key Infrastructure (PKI) [1], IDentity-based Public
Key Cryptography (ID-PKC) [2], Certificate-Based Public
Key Cryptography (CB-PKC) [3], and Certificateless Public
Key Cryptography (CL-PKC) [4].

In a traditional PKI [1], the binding between the public and
private keys, and verifying those keys are achieved through
the use of a certificate. Shamir [2] first proposed ID-PKC in
which the public key is generated from some publicly
identifiable information, such as an entity’s email address or
hostname. The binding between the private key and the
entity’s identity data is managed by a trusted authority (called
a Key Generation Center, KGC) [5].

PKI protocols experience a heavy certificate management
load while ID-PKC requires all the participants to trust an
authority exuberantly (key escrow). A malicious KGC can
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compute the session keys of the participating entities. Thus,
fully trusting an authority is a very strong assumption
especially over open networks. Hence, ID-PKC seems more
suited for smaller networks or closed groups.

CL-PKC combines the advantages of the ID-PKC and the
traditional PKI. In CL-PKC, first, an identity-dependent
partial private key is received from a KGC. Then, the entity
computes its private key using partial private key and a secret
known only to the entity. The entity generates a public key
which matches the private key too. As a result, the trust is
formed in an implicit way and reduced on KGC. Thus, CL-
PKC is more suitable for open networks especially in
distributed environments.

The work is focused on efficient key agreement in an open
network. Current set up of key generation in CL-PKC allows
an entity to create more than one public key for a partial
private key. This can be pleasing in some applications, but
undesirable in security-critical applications [4]. The proposed
protocol is motivated by ID-PKC, provides a simple binding
technique which ensures that entities can create only one
public key for a corresponding private key. In addition, it
reduces the degree of trust that the entities need to have on the
KGC.

The rest of this paper is organized as follows: The related
work on certificateless key agreement protocols is presented
in Section II. Section III delivers the technical background
preliminaries of the protocols related to key agreement. We
present the structure of the proposed -certificateless
authenticated key agreement protocol in Section IV. The
security level and complexity of the proposed protocol are
described in subsections of Section V. Finally, Section VI
concludes this paper by suggesting future work.

II. RELATED WORK

The first certificateless key agreement scheme was
proposed by Al-Riyami and Paterson [4] as a side note to their
certificateless encryption scheme. The scheme requires each
party to compute four bilinear pairings which are
computationally intensive. Mandt and Tan [6] proposed a
similar protocol which relies on the difficulty of the Bilinear
Diffie-Hellman problem. It is more efficient than the former
protocol as it requires only two bilinear pairing computations.
However, it does not provide key-compromise impersonation
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and known session specific temporary information security
attributes.

The certificateless key agreement schemes were further
improved by multiple researchers such as Xia et al. [7], Wang
et al. [8], Shao [9], and Shi and Li [10]. Swanson [11]
analyzed all these certificateless schemes and showed some
generic attacks that can break the notions of security attributes
claimed by the respective authors. Lippold, Boyd, and Nieto
[12] proposed a one round protocol that withstands all of
Swanson’s attacks, motivated by Mandt and Tan’s protocol [6]
and Xia et al [7]. However, the protocol [12] involves three
exponentiations and five pairing computations.

In a recent work, Wang et al. [13] presented the first
certificateless authenticated key agreement protocol for grid
computing based on the Diffie-Hellman key agreement
protocol and CL-PKC. However, Hou and Xu [14] found the
scheme cannot withstand key compromise impersonation
attack and key replicating attack. Hence, Hou and Xu [15]
proposed another certificateless two-party authenticated key
agreement protocol based on the certificateless encryption
scheme originated from Sun and Zhang [16]. Furthermore,
they proposed another protocol [17] which is based on the
certificateless encryption scheme suggested by Libert and
Quisquater [18].

Hou and Xu achieve the most known security attributes in
both the protocols, [15] [17]. In 2010, Zhang et al. [19]
proposed  certificateless two-party authenticated key
agreement protocol which is provably secure and efficient.
The protocol involves one pairing operation and five
multiplications.

III. PRELIMINARIES

A. Security Attributes of Key Agreement Protocols

The followings summarize the definitions of the security
attributes of key agreement protocols as adopted from [20]:

1) Known-key secrecy: Each run of the protocol should result
in a unique session key. Key generated in one protocol round
is independent and should not be exposed if other session keys
are compromised.

2) Forward secrecy: 1f the long-term private keys of one or
more entities are compromised, the secrecy of previously
established session keys should not be affected.

3) Perfect forward secrecy: If the long-term private keys of
all the entities are compromised, the secrecy of previously
established session keys should not be affected.

4) KGC forward secrecy: 1f the master key of KGC is
corrupted, the security of session keys previously established
should not be compromised by any entity.

5) Key-compromise impersonation: When entity A’s long-
term private key is compromised, the adversary should not be
able to share a session key with 4 by acting as another entity B.
For a more detailed discussion on this security attribute, see
Section V-A-4.
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6) Unknown key-share resilience: Entity A should not share
a key with entity C when in fact A thinks that it is sharing the
key with entity B.

7) No key control: The session key should be determined
jointly by both entities. None of the entities can control the
key alone.

8) Known session-specific temporary information security:
The compromise of randomized input used in a protocol run
should not reveal the agreed session keys.

B. Bilinear Groups

Let G, be a cyclic additive group of prime order ¢ and G,
be a cyclic multiplicative group of prime order g, P is a
generator of G,; assume that the Discrete Logarithm Problem
(DLP) is hard in both G; and G,. DLP is explained in the
following subsection. An admissible pairing e is a bilinear
map e: G; X G; = G,, which satisfies the following three
properties:

1) Bilinear: for VP, Q € G, and, Va, b€ Z; , we have
e(aP,bQ) = e(P.Q)" ;
2) Non-degenerate: e(P, P) + 1;

3) Computable: The map e is efficiently computable. The
Weil [21] and modified Tate [22] pairings on elliptic curves
can be used to construct such bilinear maps.

C. Some Computational Assumptions

The security of the proposed protocol relies on the standard
Computational Diffie-Hellman (CDH) and Bilinear Diffie-
Hellman (BDH) problem assumptions which are understood to
be computed with minor probability.

1) Discrete Logarithm Problem (DLP): Given P, Q €G, find
n€ Zg such that P = nQ whenever such 7 exists.

2) Computational Diffie—-Hellman Problem (CDHP): Given
a tuple (P, aP, bP) € G, for a, b€ Z; , find the element abP.

3) Bilinear Diffie—Hellman Problem (BDHP): Given (P, xP,
yP, zP) €G; for some x, y, z chosen at random from Z;,
compute e(P, P)”* €G,.

IV. PROPOSED PROTOCOL

The target is to achieve higher degree of security by
creating one public key for a corresponding private key using
the features of ID-PKC [23]. The relevant proposed
algorithms are presented in this section.

Figure 1 shows the process flows of the proposed key
generation and key agreement involved in CL-PKC. KGC
executes Setup algorithm to generate master-key and system
parameters. Then, it runs Partial-Private-Key-Extract
algorithm to extract the partial private key for each entity.
Every entity chooses a secret value and computes its public
and private key. Subsequently, two entities run key agreement
algorithm online in order to share a session key.
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Generates system parameters
(Gla GQ, c, P, Po, Hl> Hz, Il)
Chooses a random master-key
s€ Z, and sets P, = sP.

Chooses a random value x, € Z; as
the entity’s secret value.
Generates the private key S, = x,D,.
Computes the public key P, = x,0,.
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4
%utput is the session key: K= Hy(Qy4, Op, h, K p) where K, 5 = Kg,

(b) Key Agreement

Figure 1. Certificateless Key Generation and Agreement

Setup and Partial-Private-Key-Extract (Fig. 1(a))
1) KGC performs the following steps during the Setup process:
a)Select a cyclic additive group G, of prime order ¢, a
cyclic multiplicative group G, of the same order, a
generator P of G, and a bilinear map e G; X G; = G,.
b)Choose a random master-key, s € Zg and set Py= sP.
¢) Choose cryptographic hash functions, H;: {0, 1}'— G,
Hgl Gg g {0, 1}n
2) Entity A sends its identity /D, to KGC.
3) KGC generates the partial private key for entity 4 using the
following steps:
a)Compute Q, = H; (ID,).
b)Generate the partial private key D, = sQ,.
4) The system parameters (G, G, e, P, P, H; H, n) are
published while the master-key s € Zg is kept in KGC.
5) Entity 4 executes:
a) Set-Secret-Value: choose a random value, x, € Za as
the entity’s secret value.
b)Set-Private-Key: generate the private key, Sy, = x,D,.
¢) Set-Public-Key: compute the public key, Py = x,0,.

Key-Agreement (Fig. 1(b))

Assume that an entity 4 with identity /D, has a longterm
private key S, = x,D, and public key P, = x,0,, and an entity
B with identity /Dj has private key Sz = x3Dp and public key
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Pg = x30p. A and B participate in the key agreement protocol

as follows:

1) A4 chooses a short-term private key, a € Zg randomly and
computes 7, = aP. B chooses a short-term private key, b
€ Zg randomly and computes 73 = bP .

2) A sends (P4, T,) to B. B sends (P3, Tp) to 4.

3) A Computes h = aTB and KAB: e (TA + PA, bP0+ SB) B
computes = bT,, and Kz, = e (aPy+S,, Tz + Pp).

4) A and B have the same shared secret K,z = Kz, =
€(P, P)abs e(P, QB)ast e(QA! P)bSXA e(QAl QB)SXAXB,
The session key is K= H, (04,03, h, Kp).

V. DISCUSSION
In this section, the performance of the proposed protocol is
analyzed in terms of security attributes and algorithm
complexity.

A. Security Attributes

1) Known-key secrecy: A and B choose random a € Z; and
b € Z; respectively in each protocol run; they will have
distinct session key in each run. Thus, compromising the
secret keys will not affect the next session key to be generated.

2) Forward secrecy: Even if the adversary knows the long-
term private keys of 4 and B, the adversary still needs to
compute ~# from 7, and Tz which is a CDH problem.
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Therefore, compromising the long-term private keys of all
entities will not reveal previously established session keys. As
a result, the proposed protocol achieves perfect forward
secrecy.

3) KGC forward secrecy: CL-PKC based schemes do not
have key escrow problem. If an adversary has the KGC’s
master private key, s, the previously established session keys
will not be exposed. Although the adversary may generate the
partial private key, both the short-term and long-term private
keys of an entity are needed in order to compute the session
key.

4) Key-compromise impersonation: Assume that an
adversary knows the private key of 4, S, and impersonates B
to share the session key with 4. The adversary will have the
knowledge on Sy, aP, and b, however, he would not be able to
compute e(P, Qg)***B as Sp is unknown. Another option is to
compute asxpP which is a CDH problem.

5) Unknown key-share resilience: As O, and Qp are used for
computing the session key, each entity knows who he shares
the key with.

6) No key control: Minimum two entities collaborate together
to generate a session key using their random short-term
private keys. However, key control can be imperfect when 4
sends its (P4, T4) to B, but B does not send its (P, T3) to A4.
This particular security attribute can be supported externally
using special error checking or troubleshooting methods in the
protocols.

7) Known session-specific temporary information security:
Even the adversary compromises the short-term private keys
of a session; he will not be able to compute the session key as
the long-term private keys are unknown to him.

8) Passive attack: Assume that the adversary observes the
messages (P4, Ty, T, P3) transferred between the entities and
he knows the master key of KGC, s. The adversary will not be
able to compute the session key as he needs to calculate abP
from aP and bP. This is a CDH problem.

9) Man-in-the-middle attack (active attack): 1f an adversary
is planning to implement man-in-the-middle attack, he
replaces 7, = aP with cP and substitutes Tz = bP with vP.
Then, K,y = e(P,P)*™™  e(P,Qp)™F  e(Q4 P)"™4
e(Qy4, Qg)*4*B. The adversary knows v, aP, and P,, hence, he
can compute e(P,P)** and e(Q4, P)"*A. However, if he
wants to compute e(P,Qp)***B and e(Q,4, Q5)**4*B, he must
know Sj or asP from aP and sP , which is a CDH problem.

B. Algorithm Complexity

The complexity of the proposed key agreement protocol
and other existing protocols are compared and discussed in
terms of communication and computation overhead. Table I
shows the corresponding comparisons and the security
attributes of the protocols. Communication overhead reflects
the total parameter blocks being transferred between two
entities during the key agreement process. The parameter
blocks are: (P4, T4, Pp, T3); each entity sends minimum two
parameters to the other entity.

Pairing, scalar multiplications, exponentiations, additions,
and hash are computational operations involved in the
protocols. The degree of complexity of each operation in
comparison with other operations is: pairing > exponentiation >
scalar multiplication > addition > hash. Pairing is the most
expensive operation, whereas hash has the least computation
overhead. According to [24], the cost of one pairing operation
is approximately equivalent to the cost of three scalar
multiplications.

TABLE 1. SECURITY ATTRIBUTES AND COMPLEXITY COMPARISONS OF KEY AGREEMENT PROTOCOLS

Computational Operations Communication
Protocols Security Weakness' Pairing | Scalar multiplication | Exponentiation O(‘;)(il(;lclf(?d
Scheme [4] | KSTIS, KRA 4 2 1 2
Scheme [13] | KCI, KRA 1 3 0 2
Scheme [10] | PFS, MIMA, KSTIS, KRA 1 2 1 2
Scheme [8] | KCI, KSTIS, KRA 2 2 1 2
Scheme [6] | KCI, KSTIS 2 3 1 2
Scheme [12] | - 5 0 3 2
Scheme [15] | - 2 3 1 2
Scheme [17] | - 1 2 3 2
Scheme [19] | - 1 5 0 3
Our scheme | - 1 3 0 2

PFS: Perfect forward secrecy; KCI: Key-compromise impersonation; KSTIS: Known session-specific temporary information security; KRA: Key replicating

attack; MIMA: Man-In-the-Middle Attack
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As can be seen, the protocols in [4] [13] [10] [8] [6] have
some security weaknesses. On the other hand, [12] [15] [17]
[19] provide all the security attributes similar to the proposed
protocol. The protocols that achieve all the known desirable
security attributes are considered heavy-weight as they
involve multiple pairing and multiplication computations
during the session key agreement. In contrast, the proposed
protocol is more efficient by using just one pairing and three
multiplications.

According to our proposed protocol, if there are multiple
runs between the same entities (e.g. frequent key exchange in
a distributed environment), only fresh 7, and 7 need to be
exchanged in each run. Thus, the protocol can be considered
just as efficient as ID-based key exchange in which the public
keys (P4, Pp) are always known to the participating entities.

VI. CONCLUSION

In this paper, secure and efficient certificateless
authenticated key generation and agreement protocol are
presented which produces distinct public key for a
corresponding private key. In the original scheme, a dishonest
KGC could restore an entity's public key by one for which it
knows the secret value without fear of being recognized.
However, in our proposed scheme, the existence of two public
key for an identity can only result from the existence of two
partial private keys binding that entity to two different public
keys; only KGC could have created these two partial private
keys. Thus, the new binding technique makes the KGC's
substitute of a public key noticeable.

The security analysis shows that the key agreement
protocol achieves almost all of the known desirable security
attributes such as known-key secrecy, key-compromise
impersonation, unknown key-share, known session-specific
temporary information security, forward secrecy and no key
control. Furthermore, it conveys better efficiency in contrast
to the existing protocols. In addition, the key generation and
agreement protocols reduce the amount of trust on KGC.
Currently, among the future work that we plan to pursue
includes investigating the efficiency of the proposed protocol
in distributed environments, e.g. peer-to-peer and grid
computing platforms.
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