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Abstract— This paper presents Zero-Day Attack Packet Highlighting System. Proposed system outputs zero-day attack packet
information from flow extracted as result of regression inspection of packets stored in flow-based PCA. It also highlights raw data of
the packet matched with rule. Also, we design communication protocols for sending and receiving data within proposed system.
Purpose of the proposed system is to solve existing flow-based problems and provides users with raw data information of zero-day
packets so that they can analyze raw data for the packets.
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