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Abstract— Since the COVID 19 pandemic creates enormous casualties in the world, it rapidly changes the working environment. It 

significantly increased the virtual meeting among the team members at work. These require many pieces of equipment. Among the 

components, a webcam is becoming the most important piece of equipment in virtual meetings. Since the webcam becomes the 

important factor in the meeting, the attacks on the webcam are enormously increased. In many cases, when a group of hackers attacks 

a webcam, it creates critical privacy breaches. Therefore, to prevent these types of critical breaches, this paper closely conducts the 

Threat Modeling analysis based on DFD and STRIDE techniques on FireStormcx's webcam. Additionally, these types of Threat 

Modeling analysis result to create a recommended threat remediation plan. 
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