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Abstract—Due to the numerous terminal devices in a power network environment, it is difficult to defend against the attack of
malicious nodes, like deception and data tampering in common trust models. A terminal trust assessment method based on consensus
trust aggregation is proposed in this paper. Aimed at the direct trust of a goal node, standard quantitative trust value is predicted
based on records of historical access nodes after filtering great trust factors. Trustworthy consensus nodes are selected to participate in
the feedback trust consensus module. The consensus trust verification module is designed to ensure the security of the consensus,
including consensus verification and malicious node replacement. The simulation results demonstrate the proposed method can reflect
the trust level of terminal nodes more effectively, which has a better constraint on suspicious nodes.
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