
 1 

 
 

Abstract— This paper presents BC-SBOM, a novel blockchain-based system designed to enhance the management of Software Bills 

of Materials (SBOMs). By leveraging blockchain technology, BC-SBOM ensures secure storage and sharing of SBOMs, while 

providing a comprehensive global view of dependencies among software components. The system also supports rapid propagation of 

alerts for newly discovered vulnerabilities, thereby increasing responsiveness to potential threats. Offering superior reliability, 

transparency, and availability compared to traditional SBOM tools, BC-SBOM aims to significantly improve the management of 

complex software systems and contribute to the advancement of software security practices. 

 
Keyword— Blockchain, SBOM, Decentralization, Dependency, Vulnerability 

 
 
 

Ahyun Song received the M.S. degree in Computer Science from KAIST, Korea, in 2005. From 2005 to 2015 she was a manager at 
Korea Financial Telecommunications & Clearings Institute. Since 2015 she has been a senior manager at Financial Security Institute in 

Korea. She is pursuing the Ph.D. degree in Computer Science and Engineering at Sungkyunkwan University. Her major research 

interests include security, blockchain, and DeFi. 
 

 

 
 

 

 
 

 

Euiseong Seo received his B.S., M.S., and Ph.D. degree in computer science from Korea Advanced Institute of Science and Technology 
(KAIST) in 2000, 2002, and 2007, respectively. He is currently a professor in Department of Computer Science and Engineering at 

Sungkyunkwan University, Rep. of Korea. Before joining Sungkyunkwan University in 2012, he had been an assistant professor at 

Ulsan National Institute of Science and Technology (UNIST), Rep. of Korea from 2009 to 2012, and a research associate at the 
Pennsylvania State University from 2007 to 2009. His research interests are system software, embedded systems, and cloud computing. 

 

 
 

 

 
 

Heeyoul Kim received the B.E. degree in Computer Science from KAIST, Korea, in 2000, the M.S. degree in Computer Science from 

KAIST in 2002, and the Ph.D. degree in computer science from KAIST in 2007. From 2007 to 2008, with the Samsung Electronics as a 
senior engineer. Since 2009 he has been a faculty member of Department of Computer Science at Kyonggi University. His major 

research interests include cryptography, security and blockchain. 

 

BC-SBOM: Blockchain-based SBOM 

Management System 

Ahyun Song*, Euiseong Seo*, Heeyoul Kim** 

* Department of Computer Science and Engineering, Sungkyunkwan University, Republic of Korea 

**Division of Computer Science and Engineering, Kyonggi University, Republic of Korea 

fialle@g.skku.edu, euiseong@skku.edu, heeyoul.kim@kgu.ac.kr 


