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Abstract—The rapid growth of network traffic and the number of attack vectors, and the ever more advanced nature of
cyberattacks have imposed serious difficulties on traditional Intrusion Detection Systems (IDS). These systems can often be burdened
with high traffic and newer network requirements of real-time processing. Smart Network Interface Cards (SmartNICs), which free
CPUs from data-plane tasks, are the best candidate to help strengthen network security by accelerating packet processing with higher
throughput and lower latency. However, offloading ML algorithms on SmartNICs suffers from limitations such as computational
efficiency and resource constraints. In this work, we present a comparative study on three typical ML classifiers decision tree (DT),
random forest (RF), K-Nearest Neighbor (KNN) for SmartNIC-based real-time intrusion detection and compare them systematically.
On the NSL-KDD dataset, a standard benchmark dataset for network traffic analysis demonstrates the performance, efficiency, and
hardware viability of all models. The experimental results demonstrate that RF provides the best trade-off between accuracy and
inference time, compared with DT and KNN. Secondly, this study also highlights the significance of the data pre-processing, including
feature selection and encoding, that contributes to tuning the model performance under resource-constrained SmartNIC platforms.
This study aims to help researchers and practitioners in designing scalable, low-latency IDSs that are more insightful toward the
deployment of Machine Learning (ML)-powered security on SmartNICs and moving cyber-security towards more robust and efficient
infrastructures.
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