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Abstract—In line with the increasing frequency of complex cybersecurity threats such as phishing attacks, the need for accurate
phishing detection has become more important. This study aims to identify the key factors thats influencing the effectiveness of
phishing detection, develop an enhanced phishing detection model based on these findings, and evaluate the model in terms of
accuracy, precision, sensitivity, and Fl-score. To build a strong foundation, the PRISMA methodology was applied to conduct a
comprehensive literature review. Using KNIME and WEKA, we created a phishing detection model that blends feature selection
techniques with a stacked boosting classification approach. A Genetic Algorithm (GA) was used to pinpoint the most relevant features,
while Random Forest ensured their accuracy. The classification process utilizes XGBoost, AdaBoost, and RealAdaBoost, with their
results integrated through majority voting. The model was tested in two phases using datasets D1 and D2 which obtained from
previous studies via Mendeley website. The outcomes were very impressive where for dataset D1, the model achieved 100\% marks
across all metrics in both testing phases. For dataset D2, it scored 100\% during validation and delivered near perfect results which is
100\% precision and 99.99\% for accuracy, sensitivity, and F1-score during testing. Even more remarkable, these achievements were
accomplished using just 27 out of 48 features for D1 and 21 out of 54 features for D2. This study highlights how combining GA-based
feature selection with a stacked boosting based model can fortify cybersecurity measures against increasingly tricky phishing threats.
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