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Abstract— Efficient indexing in Google Zanzibar-like graph authorization systems is critical for achieving scalability and low-

latency query performance. These systems play a central role in managing access control, ensuring secure and accurate permissions 
across users, roles, and resources. However, the current reliance on graph traversal-based approaches, such as Breadth-First Search 
(BFS), limits scalability in deeply nested permission hierarchies. As authorization checks are in the critical path of user interactions, 
even slight delays can degrade the overall user experience and system responsiveness. To overcome this limitation, we have proposed an 
indexing framework that employs dynamic transitive closures using support vertices, allowing for efficient permission checks. Our 
approach involves maintaining forward and reverse reachability graphs for these vertices to optimize query handling, and using a 
blue-green write queue for parallelizing writes and updates. This work provides a practical solution for optimizing large-scale graph 
authorization systems, offering faster permission checks and improved system performance.  

Keyword— Authorization, Authorization requests, Google Zanzibar, Graph Dynamic-Transitive Closures, Indexing, SpiceDB  

 

  

Varuni H. K. is a Software Engineer working on indexing systems at Couchbase, Bengaluru, India. She has previously worked as at at 
J.P. Morgan, contributing to infrastructure and systems engineering projects. She received her Bachelor of Technology degree in 
Computer Science and Engineering. Her research interests include distributed systems, graph-based authorization systems, indexing 
mechanisms, nlp and graph based learning.  

 

Sai Smaran Jawalkar is a Software Engineer in the Linode team at Akamai Technologies, where he works on cloud infrastructure and 
distributed systems. He received his Bachelor of Technology degree in Computer Science and Engineering. His research interests include 
distributed systems, cloud infrastructure, scalable backend architectures, and performance engineering. 

 

 Sai Sudhir Sunku is a Software Engineer working at Gowarm with experience in backend and systems development.He received his 
Bachelor of Technology degree in Computer Science and Engineering. His research interests include scalable software systems, backend 
engineering, and systems optimization. 

 

Samarth Ramesh is a Software Engineer at Okta, working on identity and access management systems. He received his Bachelor of 
Technology degree in Computer Science and Engineering. His research interests include distributed systems, authorization frameworks, 
identity systems, and backend infrastructure.

 Varuni H K∗, Sai Smaran Jawalkar∗, Sai Sudhir Sunku∗, Samarth Ramesh∗, and Dr. Vinodha K 
PES University, Bengaluru, Karnataka, India 

varunihk7@gmail.com, smaran.jawalkar@gmail.com, saisudhirs@outlook.com, dynaclo@samarthr.com, vinodhak@pes.edu  


