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Abstract — We present a multimodal forensic framework optimized for detecting malicious activity on Android, integrating static,
dynamic, and network artifacts. Our architecture combines CNN, LSTM, and Autoencoders within a hybrid fusion: early and late, allowing
us to capture both inter-modal correlations and the specificities of each type of data. Embedded optimizations, such as pruning,
quantization, transfer learning, and incremental learning, ensure efficient deployment on constrained Android devices while maintaining
accuracy. The data we used in this study comes from public datasets, Drebin and CIC-AndMal2017, and from controlled captures, with pre-
processing to ensure normalization, temporal alignment, and preservation of probative value. The evaluation was conducted both in a
controlled environment and in real-world conditions on Android 13 smartphones. Our results show that hybrid fusion outperforms single-
model approaches, achieving 94.8% accuracy, 94.0% F1 score, and a false positive rate limited to 3.8% in real-world conditions, with an
average latency of 20 ms, thus ensuring near real-time detection. This performance is maintained despite the variability of network flows
and application behaviors observed in the field. In addition to robustness and computational efficiency, our approach enhances
interpretability through the integration of explanatory tools such as SHAP and LIME, which meet medico-legal requirements for
transparency and reliability of digital evidence. Our outlook is focused on adaptive, scalable, and large-scale deployable detection systems.
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