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Abstract—In this paper, we study the integration of the non-
orthogonal multiple access (NOMA) with simultaneously trans-
mitting and reflecting reconfigurable intelligent surfaces (STAR-
RIS) for secure integrated sensing and communication (ISAC)
systems under multiple eavesdroppers. A multi-user scenario
is considered where each sensing target can act as a poten-
tial eavesdropper, reflecting practical deployment challenges. To
enhance physical layer security (PLS) while ensuring sensing
performance, we jointly optimize the base station beamforming
vectors, artificial noise, and STAR-RIS coefficients with the
objective of maximizing the sum secrecy rate under the minimum
beampattern gain constraints. The formulated problem is highly
non-convex due to coupled NOMA decoding and STAR-RIS
unit-modulus constraints. To efficiently tackle this challenge and
enable a fast and practically implementable optimization, we
adopt a low-complexity metaheuristic framework, where the
whale optimization algorithm (WOA) is employed as a repre-
sentative example. Simulation results validate the effectiveness
of the proposed design, showing significant secrecy and sensing
performance gains over benchmark schemes.

Index Terms—Integrated sensing and communication (ISAC),
Physical layer security (PLS), Simultaneously transmitting and
reflecting reconfigurable intelligent surfaces (STAR-RIS), Non-
orthogonal multiple access (NOMA), Whale optimization algo-
rithm (WOA), Low-complexity.

I. INTRODUCTION

Integrated sensing and communication (ISAC) is regarded
as a crucial technology for enabling sixth-generation (6G)
networks, since it allows communication and sensing to share
spectrum, hardware, and energy resources. By integrating these
functionalities into a unified system, ISAC can improve spec-
trum efficiency, reduce deployment cost, and enable emerging
applications such as unmanned aerial vehicles, smart cities,
and the Internet of Things [1]. However, reusing signals
for both communication and sensing introduces additional
security challenges. In particular, sensing targets may function
as potential eavesdroppers capable of intercepting confiden-
tial information. Consequently, physical layer security (PLS)
emerges as an indispensable element in the design of ISAC

systems [2], [3]. The key idea is to intentionally degrade
the signal quality at potential eavesdroppers while ensuring
that legitimate users maintain their required quality-of-service
(QoS). To guarantee secure transmission, the studies in [2],
[3] have employed artificial noise (AN) injection at the trans-
mitter to obscure confidential signals from unauthorized re-
ceivers, while simultaneously optimizing beamforming vectors
to satisfy the signal-to-interference-plus-noise ratio (SINR)
constraints of legitimate users. Other approaches focus on
optimizing the secrecy rate by balancing the power allocation
between communication and sensing signals [4]. In addition,
robust beamforming designs have been proposed to suppress
information leakage toward sensing targets under imperfect
channel state information [5].

Recent advances in secure ISAC have highlighted STAR-
RIS as a key technology for jointly enhancing communication
and sensing performance [6]. By enabling adaptive control
of electromagnetic propagation in both transmission and re-
flection domains, STAR-RIS provides a powerful means to
strengthen secrecy capacity [7]. Early contributions, such as
[8], formulated secrecy rate maximization problems under
eavesdropping scenarios, while ensuring minimum sensing
SINR through joint optimization of system parameters. To
address channel variability, [9] introduced a coupled phase-
shift STAR-RIS architecture that integrates time-switching
and energy-splitting protocols. Furthermore, robust secure
ISAC under channel uncertainty is investigated in [10], where
the optimization jointly involves BS beamforming, STAR-
RIS coefficients, and AN. More recent work has further
extended the applicability of STAR-RIS to multi-user and
multi-eavesdropper environments, confirming its effectiveness
in practical secure ISAC deployments [10], [11].

In parallel, multiple access techniques provide additional
benefits for enhancing the performance of ISAC systems,
among which are non-orthogonal multiple access (NOMA)
[12], orthogonal multiple access (OMA) [13], rate-splitting



multiple access (RSMA) [14], etc. Notably, integrating NOMA
into ISAC systems enables simultaneous support for a larger
number of users by allowing multiple users to share the same
time and frequency resources [12], [15]. Incorporating NOMA
into ISAC systems has been shown to significantly improve
spectral efficiency through successive interference cancellation
(SIC). Moreover, incorporating PLS into NOMA-based ISAC
systems is of great importance, as the power-domain nature
of NOMA may expose users to additional security risks,
particularly for users under weak channel conditions with
increased susceptibility to eavesdropping due to the reliance
on higher transmit power, necessitating joint design of se-
cure transmission and resource allocation [4], [16], [17]. The
authors in [17] model a PLS-enhanced NOMA-aided ISAC
system, where a secure precoding scheme is developed to
maximize the sum secrecy rate of multiple users via AN while
simultaneously exploiting NOMA signals for target detection.

Although NOMA and STAR-RIS have each shown consid-
erable advantages in ISAC systems, their joint capability to
enhance physical layer security remains largely underexplored.
Most existing studies either overlook security aspects [18],
[19], employ conventional RIS instead of STAR-RIS [4], [20]
or confines the system model to single target cases [21]. Sin-
vestigates full-space STAR-RIS aided NOMA-ISAC systems
with a focus on improving overall sensing and communica-
tion efficiency, whereas [18] addresses fairness optimization
between users and sensing targets, both works omit secure
transmission design. In [20], a NOMA-ISAC framework is
studied with secure beamforming, where RIS is used to en-
hance legitimate communications under internal and external
eavesdroppers. In [21], a STAR-RIS-enabled secure ISAC
system with NOMA transmission was taken into account,
where the base station (BS) jointly served multiple users and
a sensing target. By jointly designing NOMA beamforming,
artificial jamming, and STAR-RIS coefficients, the proposed in
[21] model enhances PLS while simultaneously guaranteeing
reliable target sensing. In addition, most of the aforemen-
tioned works in [18]–[21] rely on conventional optimization
techniques to solve non-convex problems, which often lead
to high computational complexity. Such approaches become
less practical in large-scale STAR-RIS aided NOMA-ISAC
systems with multiple users and eavesdroppers. In contrast,
metaheuristic algorithms such as the whale optimization al-
gorithm (WOA) in [22] offer a low-complexity yet effective
alternative with strong global search capability, does not
require gradient information or convex reformulation, and is
straightforward to implement in practice. The joint design of
STAR-RIS assisted secure NOMA-ISAC with low-complexity
metaheuristics for secure communication and accurate sensing
in multi-user, multi-target scenarios remains an open problem.

In this work, we study the integration of STAR-RIS into
NOMA-assisted ISAC systems, aiming to optimize secure
communication in multi-user and multi-target scenarios. The
main contributions are summarized as follows:

• A STAR-RIS enabled NOMA-ISAC scheme designed to
strengthen PLS under multi-user, multi-target conditions,

where sensing targets are treated as potential eavesdrop-
pers

• We formulate a joint optimization problem that maxi-
mizes the sum secrecy rate across communication users,
under the constraints of SIC decoding, minimum beam-
pattern gain, and BS power budget.

• To address the non-convexity of the formulated problem,
we propose a low-complexity algorithm leveraging the
Whale Optimization Algorithm (WOA).

• The obtained simulation results confirm the superiority of
the proposed approach in realizing a desirable trade-off
between communication security and sensing accuracy,
outperforming conventional baseline schemes.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

As illustrated in Fig. 1, we consider a STAR-RIS assisted
secure NOMA-ISAC system. The system consists of a base
station (BS), denoted as B, equipped with MB antennas in
a uniform linear array (ULA), and a STAR-RIS, denoted as
S, comprising MS elements arranged in a uniform planar
array (UPA). Operating in energy-splitting mode, the STAR-
RIS simultaneously reflects and transmits signals, with the
corresponding diagonal matrices are represented by Γr and Γt,
respectively. The system serves KN NOMA communication
users (CUs) located in the reflection region, and KT sensing
targets (STs) situated in the transmission region. Each CU
and ST is assumed to have a single receive antenna. Let
N = {1, 2, . . . ,KN} denote the set of all NOMA users, T =
{1, 2, . . . ,KT } denote the set of sensing targets. Furthermore,
the direct BS-to-target links are blocked by environmental
obstructions.

BS

STAR-RIS

Communication Users

Sensing Targets

HB,S

hB,k
hS,k

hS,e

Fig. 1: Secure ISAC system model supported by STAR-RIS.

An NOMA signal xk ∈ C is transmitted from BS to the
k-th NOMA user k ∈ N via a dedicated beamforming vector
wk ∈ CMB . The set of all beamforming vectors is denoted
as Wi = [w1,w2, . . . ,wKN

]. In addition, for simultane-
ous target sensing and secure communication, artificial noise
xa ∈ CMB using a beamforming matrix Wa ∈ CMB×MB is



superimposed with the information signal at the BS. Accord-
ingly, the overall transmit signal z is given by

z = Waxa +
∑
k∈N

wkxk, (1)

where E[|xk|2] = E[∥xa∥2] = 1.
Under the assumption that the transmitted signals are in-

dependent and have unit power normalization, the overall
transmit power at the BS can be obtained as

PB = E
{
∥z∥2

}
= tr(Ra) +

∑
k∈N

∥wk∥2, (2)

where Ra = WaW
H
a .

The BS-to-STAR-RIS channel is represented by the MIMO
channel matrix HB,S ∈ CMB×MS . The direct channel from
BS to k-th NOMA user is denoted by hB,k ∈ CMB , while the
channel between the STAR-RIS and NOMA user is denoted
by hS,k ∈ CMS . For the STs, the channel from the STAR-
RIS to the target is denoted by hS,e ∈ CMS . Accordingly, the
received signal at NOMA user k ∈ N can be expressed as

yk =
(
hH
B,k + hH

S,kΓrHB,S

)
z+ nk, (3)

where nk ∼ CN (0, σ2) is the additive white Gaussian noise
(AWGN) at the NOMA users.

In the considered model, NOMA is applied to support
terrestrial communications. Based on NOMA, the first user,
having the weakest channel gain, decodes its own message
under the interference of all others. Each user k = 2, . . . ,KN

executes SIC by sequentially decoding and subtracting the sig-
nals of users i < k, and then demodulates its desired message.
The STAR-RIS–user channel gains can be represented as

∥hB,1∥2 ≤ · · · ≤ ∥hB,KN
∥2, (4)

For notational simplicity, the phase-shift vector of the
STAR-RIS is defined as

uH
d = [ud,1, . . . , ud,MS

],

In particular, ud,m corresponds to the transmission compo-
nent for d = t and the reflection component for d = r. Hence,
we have

hH
S,kΓrHB,S = uH

r Hk, (5a)

hH
S,eΓtHB,S = uH

t He, (5b)

where Hk = diag(hH
S,k)HB,S ,He = diag(hH

S,e)HB,S .
In line with conventional NOMA operation, SIC demodu-

lation order constraints is specified as

|uH
r Hkw1|2 ≥ |uH

r Hkw2|2 ≥ · · · ≥ |uH
r Hkwk|2

≥ max
j∈N ,j>k

|uH
r Hkwj |2, ∀k ∈ N (6)

For implementing NOMA SIC, the k-th user is required
to successively demodulate the signals of users with weaker

channel conditions. Accordingly, the SINR for the k-th user
to decode the i-th user’s signal (i ≤ k) can be formulated as

γk,i =
|uH

r Hkwi|2∑KN

l=i+1 |uH
r Hkwl|2 + ∥uH

r HkWa∥2 + σ2
. (7)

Hence, the transmission rate for the k-th user to decode the
i-th user’s signal (i ≤ k) can be formulated as

Rk,i = log2 (1 + γk,i) . (8)

We consider the target as an eavesdropper aiming to capture
the confidential information intended for the legitimate users.
Noting that sensing targets typically cannot perform SIC, the
j-th eavesdropping SINR associated with the i-th user is
Re

j,i = log2(1 + γe
j,i), where γe

j,i can be expressed as

γe
j,i =

|uH
t Hjwi|2∑K

l=1
l ̸=i

|uH
t Hjwl|2 + ∥uH

t HjWa∥2 + σ2
. (9)

Accordingly, the secrecy rate achieved for the k-th user to
decode the i-th user’s signal (i < k) is given by

Rsec
k,i =

[
Rk,i −max

j∈T
Re

j,i

]+
, ∀k, i ∈ N , (10)

where [x]+ ≜ max{x, 0}. If ∃Re
j,i ≥ Rk,i, the value of Rsec

k,i

becomes zero. Therefore, [x]+ can be disregarded and is not
further discussed throughout this paper.

In addition, the achievable secrecy rate for the i-th user is
computed based on the minimum rate over all users k ≥ i. It
is assumed that the SINR observed at the i-th user is smaller
than the SINR observed at subsequent users decoding the i-th
user’s signal. Consequently, we have

Rsec
i = min

k∈N ,k>i
Rsec

k,i , ∀i ∈ N . (11)

For system evaluation, the beampattern gain from the
STAR-RIS to the e-th target is used as the sensing performance
indicator, given by

Be = E
(∣∣hH

S,eΓtHB,Sz
∣∣2)

= hH
S,eΓtHB,S

(
Ra +

∑
k∈N

wkw
H
k

)
HH

B,SΓ
H
t hS,e.

(12)

B. Problem Formulation

For secure communication of NOMA users, the transmit
beamforming wk, artificial noise Wa, and the phase-shift
vector of the STAR-RIS ud (d ∈ {t, r}) are jointly optimized
to maximize the sum secrecy rate. Accordingly, the joint
optimization problem can be expressed as



max
Wa,Wi,u

KN∑
i=1

Rsec
i (13a)

s.t. Rk,k ≥ ϵk, ∀k ∈ N , (13b)
Be ≥ κe, ∀e ∈ T , (13c)

|uH
r Hkw1|2 ≥ · · · ≥ |uH

r Hkwk|2

· · · ≥ max
j=k+1,...,KN

|uH
r Hkwj |2, (13d)

∥Wa∥2 +
∑
k∈N

∥wk∥2 ≤ P, (13e)

|ut,n|2 + |ur,n|2 = 1, ∀n, (13f)

where ϵk denotes the required rate threshold at each legit-
imate user. To guarantee satisfactory target detection, con-
straint (13c) ensures that the beampattern gain from the STAR-
RIS towards the target is no lower than the threshold κe.
In (13e), P represents the maximum transmit power at the
BS. Finally, constraint (13f) specifies the passive beamforming
condition at the STAR-RIS.

Due to the strong coupling among the optimization vari-
ables, problem (13a)–(13d) is challenging to solve directly.
To overcome this difficulty, we develop a proposed iterative
algorithm based on metaheuristics in the next section.

III. PROPOSED ITERATIVE ALGORITHM BASED ON
METAHEURISTIC

A. Solution Encoding

The formulated secrecy rate maximization problem in (13)
is highly non-convex due to the joint optimization of BS
beamforming, artificial noise, and STAR-RIS coefficients. To
overcome these challenges, we adopt a metaheuristic approach
based on the whale optimization algorithm, which is known
for its strong global search capability and low complexity in
solving non-convex optimization problems.

To apply WOA, the optimization variables are encoded into
a search agent (solution vector) as

x =
[
ℜ{vec(Wa)},ℑ{vec(Wa)}, ℜ{vec(Wi)},
ℑ{vec(Wi)}, ℜ{ut},ℑ{ut}, ℜ{ur},ℑ{ur}

]
, (14)

where each agent x represents a candidate solution consisting
of the BS beamforming vectors, the artificial noise matrix, and
the transmission/reflection coefficients of the STAR-RIS. The
dimension of x depends on the number of users, antennas, and
STAR-RIS elements.

B. Fitness Function

The fitness function for each agent is defined as the negative
sum secrecy rate:

f(x) = −
KN∑
k=1

Rsec
k (x), (15)

where Rsec
k (x) is the secrecy rate of the k-th user. Infeasible

solutions violating the constraints in (13) are penalized with
a large positive value to ensure feasibility.

C. Whale Optimization Algorithm

The whale optimization algorithm is a nature-inspired meta-
heuristic that imitates the bubble-net hunting strategy of
humpback whales [22]. It consists of three main operators:
encircling prey, bubble-net attacking, and random search.

Encircling prey: Whales recognize the location of prey and
encircle it. In the algorithm, the current best solution, referred
to as the leader, is assumed to be the prey. The position of a
search agent is updated as

X(t+ 1) = X∗(t)− V.∆, (16)

where X∗(t) is the current leader position, V is the random
value. The vector ∆, having the same dimension as X,
specifies the direction of movement from the current position,
which is given by

∆ = |L ·X∗(t)−X(t)|, (17)

where L is the random value. Here, the value V and L are
computed using the following equations:

V = 2vr1 − v, L = 2r2, (18)

with the random value r1, r2 ∼ U(0, 1), and v decreases
linearly from 2 to 0 over iterations.

Bubble-net attacking mechanism (exploitation phase): The
bubble-net strategy is modeled by two approaches applied
with equal probability. The first is shrinking encircling, where
reducing the value of |V | gradually drives the agents closer to
the leader. The second is spiral updating, in which the position
is updated along a logarithmic spiral. Specifically, a spiral
trajectory is constructed between the whale and the prey to
imitate the humpback’s twisting motion, expressed as

X(t+ 1) = X∗(t) +∆′ · ecq cos(2πq), (19)

where ∆′ = |X∗(t) − X(t)| denotes the distance between
the whale at position X and the prey at X∗, c is a con-
stant parameter that defines the shape of the logarithmic
spiral, and q ∼ U(−1, 1). Humpback whales improve their
ability to capture prey by swimming in a contracting circle
while simultaneously following a spiral trajectory, rather than
moving directly toward the current prey location. To model
this combined behavior, a probabilistic rule is applied: with
probability ρ < 0.5 the shrinking-encircling mechanism is
selected, and with probability ρ ≥ 0.5 the spiral model is
used to update the whale’s position, where ρ ∼ U(0, 1).

Random search (exploration phase): During the exploration
phase, the whale’s behavior is regulated by the parameter V ,
in a manner analogous to the encirclement stage. Specifically,
when |V | > 1, the foraging whale is directed away from an-
other member. To avoid premature convergence, WOA allows
agents to search around randomly selected whales as:

X(t+ 1) = Xrand(t)− V ·∆rand, (20)

where Xrand is a randomly chosen agent and ∆rand = |L ·
Xrand −X(t)| is the whale’s movement in the search phase.



Algorithm Steps: At each iteration t, each whale updates its
position based on the above rules:

X(t+1) =


X∗(t)− V ·∆, ρ < 0.5, |V | ≤ 1,

Xrand(t)− V ·∆rand, ρ < 0.5, |V | > 1,

X∗(t) +∆′ · ecq cos(2πq), ρ ≥ 0.5,
(21)

where ρ ∼ U(0, 1). This mechanism balances exploitation and
exploration.

The proposed method employs WOA to jointly optimize
beamforming, AN, and STAR-RIS coefficients. The pseu-
docode is given in Algorithm 1.

Algorithm 1 WOA-Based Iterative Algorithm for Maximizing
the Sum Secrecy Rate

Initialization:
Set the population size N , max iterations Tmax.
Randomly initialize N agents {xi} within feasible region.
Evaluate fitness f(xi) for all agents.
Set leader as the agent with the lowest fitness.
for t = 1 to Tmax do

for each agent xi do
Generate random numbers V , L, ρ, q.
if ρ < 0.5 then

if |V | < 1 then
Update towards leader (exploitation).

else
Update towards random agent (exploration).

end if
else

Update by spiral motion around leader.
end if
Apply boundary control and constraint handling.
Evaluate new fitness f(xi).

end for
Update leader if a better solution is found.

end for
Output best solution x∗ and secrecy rate.

D. Complexity Analysis

Let N be the population size, Tmax the maximum iterations,
and d the problem dimension. Each iteration requires O(Nd)
updates and O(N) fitness evaluations, where the main compu-
tational load is secrecy rate and SINR calculation. Therefore,
the overall complexity is approximately O(NTmaxd), which
is more efficient than conventional AO-based optimization
approaches.

IV. NUMERICAL RESULTS

To validate the proposed scheme, we present simulation
results and conduct a comparative study to evaluate its perfor-
mance in enhancing the PLS on STAR-RIS-assisted NOMA-
ISAC system. The network topology is established on a two-
dimensional plane, with the BS positioned at (0, 0) and the
STAR-RIS deployed at (50m, 50m). Two STs are located
at the angle of 45◦ and −45◦ from the STAR-RIS in the
transmission, whereas two CUs are randomly placed at the
maximum distance of 50m from STAR-RIS in the reflection

region. The channel links are assumed to follow a Rician
fading model with a K-factor of 3 dB. The large-scale fading
is characterized by a reference path loss of 10−3 at 1m
and a path loss exponent of 2.2 for all links, except for
the BS-Users link, where an exponent of 3.6 is applied.
Unless otherwise specified, the main simulation parameters
are configured as follows. The noise power is set to -90 dBm,
and the transmit power budget at the BS is limited to 30 dBm.
The minimum secrecy rate requirements are specified as 1.0
bps/Hz. The maximum number of iterations is capped at 1000.
Furthermore, all performance results are averaged over 100
independent Monte Carlo channel realizations.

The performance of the proposed scheme with optimally
configured STAR-RIS is extensively compared against several
baseline strategies. Specifically, three representative bench-
marks are considered: (i) NOMA-ISAC with randomly con-
figured STAR-RIS, which does not fully exploit the reconfig-
urable capability of STAR-RIS, and conventional RIS, where
only reflection is supported; (ii) STAR-RIS-assisted ISAC with
OMA. The evaluation is carried out under diverse scenarios
by varying the BS power budget, the number of BS anten-
nas, communication users, sensing targets, and STAR-RIS
elements, as well as different beampattern gain requirements
to capture sensing constraints.

Firstly, Fig. 2 illustrates the convergence behavior of the
proposed algorithm in terms of the sum secrecy rate. As
observed, the objective value increases rapidly during the
initial iterations and gradually stabilizes as the number of
iterations grows. Specifically, the algorithm reaches about
95% convergence by the 15-th iteration and achieves full
convergence around the 300-th iteration, demonstrating its fast
and stable convergence as well as practical implementability
for secure STAR-RIS aided NOMA-ISAC networks. More-
over, the proposed NOMA scheme with optimally configured
STAR-RIS achieves a higher minimum secrecy rate compared
to all benchmarks. Taken together, these findings confirm the
effectiveness of the proposed design, particularly in terms of
faster convergence and enhanced secrecy performance.
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Fig. 3: Impact of number of STAR-RIS elements on sum
secrecy rate.

Fig. 3 depicts the sum secrecy rate as a function of the
number of STAR-RIS elements under different RIS configu-
rations. It can be seen that increasing the number of elements
consistently improves the secrecy performance, since a larger
STAR-RIS provides more degrees of freedom for enhancing
desired signals and suppressing eavesdroppers. Among the
considered schemes, the optimal STAR-RIS design achieves
the highest secrecy rate, followed by the conventional RIS,
while the random STAR-RIS offers the lowest performance,
highlighting the importance of joint optimization in exploiting
the full potential of STAR-RIS for secure ISAC systems.
For instance, the difference between the optimal and random
configurations reaches about 0.34 bps/Hz when the number
of elements is 32. This observation highlights the strong
capability of the proposed algorithm in exploiting the benefits
of the STAR-RIS. While simply increasing the STAR-RIS
size naturally improves sensing performance even without
optimization, coupling it with a carefully designed algorithm
yields substantially greater gains. These findings emphasize
that the STAR-RIS scale plays a pivotal role in maximizing
overall system efficiency.

A comparable yet more evident trend is observed in various
RIS cases. Fig. 4a shows the sum secrecy rate performance
versus the BS transmit power budget for different multiple
access schemes and RIS configurations. As expected, the se-
crecy rate increases monotonically with higher transmit power.
It is observed that NOMA consistently outperforms OMA
across all RIS settings, confirming the efficiency of NOMA
in handling multi-user interference and improving spectral
utilization. Moreover, the optimal STAR-RIS design achieves
the best performance, while conventional RIS provides mod-
erate gains and random STAR-RIS yields the lowest secrecy
rate, highlighting the significant benefit of jointly optimizing
STAR-RIS coefficients. Furthermore, the performance gap
between the optimal STAR-RIS and the random STAR-RIS
configurations becomes more evident across all transmit power
levels, which indicates the critical role of optimized STAR-RIS

design in fully exploiting its reconfigurable capability. Overall,
these results verify the advantage of integrating NOMA and
STAR-RIS for enhancing secrecy in ISAC systems.

Regarding the results of the sum secrecy rate performance
versus the number of BS antennas under different multiple
access schemes and user settings, Fig. 4b show that the
secrecy rate increases with more BS antennas, since additional
antennas provide higher spatial degrees of freedom for en-
hancing the desired signals and mitigating eavesdropping. It
is also evident that NOMA significantly outperforms OMA for
both two-user and three-user cases, validating its efficiency in
exploiting the BS antenna array. Moreover, when the number
of communication users increases to three, the system achieves
slightly lower secrecy rate compared to the two-user case, due
to stronger inter-user interference and more stringent decoding
constraints. However, with an increasing number of antennas,
the performance gap difference between NOMA and OMA
diminishes, indicating that both schemes converge in the large-
antenna regime. Nevertheless, the proposed NOMA scheme
still maintains robust performance and clear advantages over
OMA in multi-user secure ISAC scenarios.

Finally, Fig. 4c illustrates the trade-off between secure
communication and sensing performance by plotting the sum
secrecy rate versus the required beampattern gain under dif-
ferent multiple access and target settings. As expected, in-
creasing the required beampattern gain strengthens the sensing
capability, but simultaneously reduces the achievable secrecy
rate, since more transmit power and spatial resources are
allocated to sensing rather than suppressing eavesdroppers. It
is also revealed that NOMA consistently outperforms OMA
across all cases, highlighting its ability to more efficiently
balance communication and sensing. Furthermore, the secrecy
rate degradation becomes more pronounced as the number
of sensing targets increases, due to the stricter beampattern
constraints. In particular, increasing the number of sensing
users from two to three further reduces the secrecy rate by
about 0.28 bps/Hz at a beampattern gain of –5 dB, revealing
the resource competition between sensing and communication.
These results clearly demonstrate the inherent trade-off in
ISAC systems and the necessity of advanced optimization
methods to achieve a favorable balance between secure com-
munication and reliable sensing.

V. CONCLUSIONS

In this paper, we investigated a secure NOMA-ISAC system
empowered by STAR-RIS under a multi-user and multi-
sensing-target scenario. To jointly enhance the secrecy rate and
sensing performance, we formulated a challenging non-convex
optimization problem that incorporates base station beam-
forming, STAR-RIS coefficients, and communication–sensing
trade-offs. To efficiently solve this problem with reduced
computational burden, we proposed a low-complexity meta-
heuristic approach based on the whale optimization algorithm
(WOA). Simulation results demonstrated that the proposed
scheme achieves fast and stable convergence and significant
secrecy performance gains compared with conventional RIS
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Fig. 4: Sum secrecy rate versus BS power budget, number of BS antennas, and required beampattern gain under various system
scenarios.

and random STAR-RIS benchmarks. In particular, NOMA
consistently outperformed OMA in terms of secrecy rate,
and the advantages of the optimal STAR-RIS design became
more pronounced with larger array sizes and higher BS power
budgets. Moreover, the results revealed a fundamental trade-
off between secure communication and sensing performance,
underscoring the necessity of carefully designed optimization
strategies. Overall, this work highlights the effectiveness of
STAR-RIS and NOMA integration for secure ISAC networks,
and showcases the potential of metaheuristic optimization for
achieving a favorable balance between security, efficiency, and
practicality, while remaining easy to implement on simple
hardware platforms.
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