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Abstract—Memory-related vulnerabilities, such as use-after-free and double-free errors, remain a critical security issue in C and
C++ programs, potentially leading to arbitrary code execution and data corruption. While dynamic analysis offers high precision, it
often incurs significant overhead; conversely, static analysis provides broader coverage but faces challenges with false positives and
complex memory modeling. This paper evaluates the capabilities of IKOS, a static analysis tool developed by NASA, in detecting these
memory errors. We assess IKOS using the standardized Juliet Test Suite, focusing on its handling of flow, context, and path sensitivity.
Our results indicate that IKOS achieves high detection rates, with an average F1 score of 95.46% for double-free and 89.67% for
use-after-free scenarios. However, the analysis reveals limitations in IKOS's ability to handle complex C++ containers and global
variables. This study details the specific coding patterns that cause false negatives—such as wide character usage and widening
techniques in loops—providing insights for practitioners selecting the IKOS analysis tool and researchers improving static analysis
precision.
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